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AnHoTtanusi: MHoroarentHsle cucteMbl (MAC) craHOBATCS Bce OoJsiee TOIMYJISIPHBIMH
Onarofapst MX yCIEIIHOMY BHEIPEHHIO B psizie oTpacieid. OJHAKO CYIIECTBYET MHOXECTBO
yIpo3, KOTOpBIE MOTYT HIOAOPBATh NpaBuiIbHOE BbIMosHeHHE MAC cBOMX IeneBbIX (yHKIMI.
Ob6meHn wmH(poOpMaImeld, pacmIpeHre BO3MOXHOCTEH 110 B3aMMOJACHCTBHIO areHTOB U
0COOCHHOCTH  (DYHKIIMOHHUPOBAHUSI OTAENBHBIX AareHTOB MpPEICTaBISAIOT BO3MOKHOCTB
37I0yMBIIIJICHHUKAM PEajJn30BaTh PA3IM4YHbIC KJIACCHI aTakK, TEM CaMbIM Jejas MpodieMy
obecrieuenns kubepbOesonacaocTn MAC ¢yHmamentanpHO BakHOH. Kpome wmccnenoBaHus
kubepaTak u 3ammThl OT kubeparak B MAC, KpUTHYIECKU BOKHBIMU SIBIISTIOTCS TaKHe 00JacTH
nepeceveHus HccieoBaHuil u pa3paborok B obmactyu MAC u kuOepOe30mnacHOCTH Kak
ucnons3zoBanne MAC s kubOepOesonacHoCTH (Kak JUisi 3alUThl, TaKk ¥ pealn3aliu
kubeparak), KuOepaTaku Ha KOHCEHCYC II0 KOONEpPAaTUBHOMY YIIPaBJICHHIO areHTamH,
coctszarenbHble arakd Ha MAC u 3ammra ot HUX. [IocKonbKy KuOepaTaku CTaHOBSTCS BCE
Ooyiee CIIOKHBIMH W CKOOPJMHUPOBAHHBIMM, MEXaHM3MBI 3allUThl, OCHOBAaHHBIE Ha
MHOTOAreHTHBIX ITO/AX0/AaX, MOTYT CTaTh KII0OYOM K Ooppbe ¢ kubeparakamu. B nokmane
JenaeTca aHanu3 uccuenoBannii Ha cteike MAC u xubepbesomacHoctu. IlpencraBmsarores u
krmaccupuIupyroTcs Hamboiee pacmpocTpaHeHHble atakd Ha MAC, peanm3yeMble Ha
pa3IUYHBIX YPOBHIX HPEICTAaBIEHUs. PaccMaTpuBarOTCA pa3iUyYHBIE MOJECIH M MEXaHH3MBI
3aUTBl Ul NPOTHBOJCHCTBMS 3TUM aTakaM. AHaIM3UPYIOTCS MOAXOABl KakK K
MPEeIOTBPALICHHUIO, TaK M OOHAPYXEHHIO B obecredeHnio ycroitunBoctd MAC, OCHOBaHHBIE
Ha penyTaluuu U JoBepuH. [IpencTaBisioTcs ccieaoBaHus aBTopa 1o ucnoib3oBaHuio MAC
JUTs KuOepOe30nacHOCTH.

1. BBenenue

Muoroarentaeie  cuctreMbl  (MAC) mpegoctaBisiioT  3(pQeKTHBHBIE  CpeACTBa
KOOpAMHALIMM MPOCTPAHCTBEHHO PACIIPENEICHHBIX U CETEBBIX areHTOB (y3JI0B, IOJCUCTEM),
TaK 4TO COBMECTHBIC 3a7]a4i MOTYT OBITh BBITTOJTHEHBI ¢ TpeOyeMoi r¢dexTuBHOCTHIO [1, 2].

OynpaMmeHTanbHOM mpobiemoil B mureparype 1no MAC sBiseTcst JTOCTHKEHUE
CKOOPJIMHMPOBAHHBIX II€JIed arcHTOB B HEKOTOPOW CETEBOM Cpene IyTeM pa3paOdOoTKH
ONTUMAJIbHBIX CTpaTEruil pacmpejaesieHHoro ympasieHus [3]. B mocnennue pecstuneTus
pacrnipenenennor koopauHaruud B MAC (B 4acTHOCTH 3ajlady€ yCTOWYHMBOTO KOHCEHCYCA)
ynensiercss Bce Oojpllle BHUMAaHHUS, O 4YEM CBUJCTEIbCTBYET €€ IIUPOKUH CIEKTp
NPUIIOKEHUH, TaKUX Kak (OpMHUpOBAHME IpyHI OECHUIOTHBIX OECIMIIOTHBIX JETaTeIbHBIX
anmaparoB [4], ynpaBieHue B3auMOIeHCTBUEM POOOTOB [5], pactpeaeneHHoe 0OHapYyKEHUE B
OEeCIIPOBOIHBIX CEHCOPHBIX CETX [6].

OnHuM U3 KIIIOYEBBIX BONPOcoB B m3yueHun MAC siBisiercs pa3paboTka MPOTOKOJIOB U
QITOPUTMOB PACIIPENICTICHHOIO COBMECTHOIO YMpaBiIEHUS M pabOThl areHTOB B KOMaHJIE,
KOTOpbIE 3aBHCAT OT JIOKAIbHOTO OOMeHa HH(pOpMaleld B pealbHOM BPEMEHU MEXKIY
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B3aUMOJICUCTBYIOIIUMHU areHTamMu [7, 8]. OmHako coBMmecTHas paboTa areHTOB M OOMEH
uHpopmanueit yepe3 cetb B MAC npeAcTaBiIsIOT BO3MOXKHOCTh 3JI0YMBILIUICHHUKAM ISt
peanu3alUM  pa3IMUYHBIX KJIACCOB aTak, TEM caMbIM Jejas 3ajady oOecredeHus
kubepo6e3onacaocTt MAC ¢pyHIaMeHTaIbHO BaXHOH [9].

Kpome Toro, yuutsiBast TOT (pakT, 4TO KHOEpaTaku CTAHOBATCS Bce 0oJiee CIOXKHBIMH U
CKOOPJIMHHPOBAHHBIMH, 3JIOYMBIIUIEHHUKH OCBaMBaIOT HOBBIE METOJbI, KOTOPBIE MO3BOJISIOT
YBEJIMYUTh U30LIPEHHOCTh, CKOPOCTh U MAacCIITAOHOCTh peaju3aluu aTak (00XoJs MpHU 3TOM
TPaJUIMOHHbIE MEXaHU3MBl 3aIIUTHL, OJarogaps TaK Ha3bIBAEMOMY HACTyNaTeIbHOMY
UCKYCCTBEHHOMY HWHTEJUIEKTY), MEXaHHM3Mbl 3allUThl OCHOBAHHbIE HA MHOTOAreHTHBIX
MOJIX0JaX, MOTYT CTaTh KIIOYOM K Ooproe ¢ kubeparakamu [10, 11].

Hcxons W3 [MaHHBIX TOCBUIOK W YYWTHIBAas TEKyIIHWE MCCIENIOBAaHUA B OOJIACTH
kubep6e3onacHoctTy 1 MAC B HacTosllleM [OKJIaJ€ BBLACISAIOTCS M XapaKTepHU3YIOTCs
clenyromme o0JacTH IMepecedyeHus HccienoBaHuil M paspaborok B obmactu MAC u
kubepOezonacHocTu: (1) kubepataku ©Ha MAC; (2)3ammura MAC ot kubeparak;
(3) xubepaTaku Ha KOHCEHCYC IO KOOTIEPaTUBHOMY YIIPaBJICHUIO; (4) COCTSA3aTENIbHBIC aTaKu
Ha MAC u 3amwura ot HuX; (5)ucnons3oBanne MAC nmns peanusauuu KuOepartak;
(6) ucnonbzoBanue MAC nst kubepOe30macHOCTH.

UroObl monyuuTh 0a3y mMyOnuKanuMid B JaHHBIX O00NacTsAX Oblla HCHOJIB30BaHA
nouckoBas cucrema Google Scholar. ITouck B Google Scholar paGor mo paznuuHBIM
KJIFOUYEBBIM CJIOBaM Jaj CleAyIoUMe pe3ynbTarsl: kuoepataku npotuB MAC (cyber attacks
against multi-agent systems) - 32 900 crareit; 3ammra MAC ot kubepartak (multi-agent
systems defense from cyber attacks) - 22 100 crareii; kubepaTaku Ha KOHCEHCYC IO
KOooIlepaTUBHOMY ympaBiieHuIo (cyber attacks against cooperative control consensus) -
380.000 crateii; coctsa3arenbHbie aTaku Ha MAC u 3ammra oT Hux (adversarial attacks on
multi-agent systems) - 17 600; ucnons3oBanne MAC s peanusanuu kubeparak (multi-
agent systems for cyber attacks) - 41.200 crareii; wucnomszoBanue MAC s
krOepOe3onacHocTy (multi-agent systems for cyber security) - 21.800 crareii. Bmoane
OOBSICHUIMO, UYTO HauOoOJbIlIee KOJIUYECTBO pPAOOT  MOCBSIIEHO KOHCEHCYCy IO
KOOIIEPaTUBHOMY YIIPABICHHIO, TaK KaK 3TO OJHO U3 OCHOBHBIX HAIPaBIICHUH MCCIIETOBaHUN
B 00JIaCTM HOCTPOEHMs MHOroareHTHbIX cucteM. Ilouck Tarke mokasan, 4to paboThl MO
aHaM3y KuOeparak MpeBaIupyroT HaJl padOTaMH IO 3alIUTe OT KuOepaTaxk.

B nmocnenHne HECKOJBKO JIET MHOTO YCHJIMH ObUIO MOCBSIIEHO pa3pabOoTKaM METOJO0B
OesomacHoro ynpasieHuss B MAC u ux mnpaktuueckod peanuzanuu. OO0  3TOM
CBUJIETEJILCTBYET psii 0030pOB, OIyOIMKOBaHHBIX B uTepatype [12-18]. OgHako, HACKOIBKO
M3BECTHO aBTOpaM, CYIIECTBYET HEAOCTATOUHO MOAPOOHBIX 0030pOB COBPEMEHHBIX PEIICHUN
no Ge3onacHoMy yrpasieHHI0 MAC ¢ y4eToM KOHKPETHBIX KilacCHU(pUKaLUi, XapaKTepUCTUK
U MOJENIel aTaK, a TaKKe COOTBETCTBYIOIIMX CTPATErHMid W MpoOJieM pa3pabOTKU CpPEACTB
6e3omacHoro ynpasienus [19-20].

B  nmokmame  BHawanme — MPENCTAaBISIIOTCS W KIacCU(UIMPYIOTCS — HamOojee
pacripocTpaHeHHble aTaku Ha MAC, 3areM paccMaTpUBalOTCS pPAa3IUYHbIE MEXaHU3MBI
3alIUTHI OT aTaK, a TAaKXKe MPEJCTABISIOTCS UCCIIEAOBAaHMs aBTOpa Mo Ucmonb3oBannio MAC
U1t KHOepOe30MacHOCTH.

2. ATaKM HA MHOTOAr€HTHbBIC CHCTEMbI

C poctoMm pa3BUTHS HCKYCCTBEHHOTO HMHTEIUIEKTa, MOOWIIBHBIX TEJICKOMMYHHUKAIIHA,
CCHCOPHBIX CETEH, TPAaHWYHBIX BBIYHCICHUH W pPOOOTOTEXHHWKH ucIoib3oBanne MAC
MOSIBJISIETCS BO MHOTMX KPUTHYECKM BaXKHBIX NPWIOKEHHUSAX, BKIIOYas BOCHHYIO,
KOCMHUYECKYI0, TPOU3BOJICTBEHHYIO, OJJICKTPOHHBIA OW3HEC, yIpaBICHUE IICTIOYKaAMHU
MOCTaBOK MU MHorue Jnpyrue. OJIHAaKO 3TH areHThl ACHCTBYIOT B HEONPEAEICHHOW U
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BpaxaeOHOW cpelle, YTO JeNaeT UX ACATEIHHOCTh HEHAJe)KHOW W HeOezomacHou. KpaitHe
BaXXHO O0CCIEUNUTh MEXaHW3Mbl O€30MaCHOCTH, TapaHTUPYIOUIUE TaKWe MPUHIIUITHI
0€30MacHOCTH, KaK KOH(UIEHIUAIBHOCTb, LEIOCTHOCTb, JOCTYIHOCTb, MOAOTYETHOCTh M
HEOTKa3yeMOCTh pa3iaudHblx areHToB 1 MAC B nenom [12-14]. M3-3a nmpocTpaHCTBEHHOTO
pacripesieyieHHsi areHTOB U TpeOoBaHMii 0OMeHa nH(popMalue MeXay areHTaMHu B PealbHOM
BpemeHrn MAC 0oJiee BOCIPUUMYHBEI K aTakaM, HAICIEHHBIM KaK Ha (PU3NYECKUX arcHTOB,
Tak W Ha KaHaibl cBsizm [21]. Hampumep, Stuxnet [22] Obutr pa3paboTaH ajisi HapylIeHUS
paboThl CHCTEMBI MPOMBIIIICHHOTO KOHTPOJIS 3aBOAa MO OOOTAaIICHHUI0 YypaHa MMyTeM
NEPUOANYECKOTO YBEITUUCHUS U YMEHbIIEHUs cKOpocTH HeHTpudyr. Bupyc Havex arakoBan
SCADA-cuctemy, 4TO IPUBENO K PA3pyILICHUIO TNIOTHH THAPOIIEKTPOCTAHINI U TIeperpy3Kke
ATOMHOM 3JIeKTpOCTaHIH [16].

Opna u3 Hanbonee MoONHBIX kiaccupukanuii atak Ha MAC Mo NPUHIUIY «YEPHOTO
AIMKA» BBITIOJIHEHA B 3aBUCHUMOCTH OT BHJA aTaKd, HMCTOYHUKA, IEJIH, YacTOThl U
BO3JIEUCTBUS Ha kepTBY [19].

Brifenensl Takue BUIBI aTaK Kak aTakd Ha PAcCKpPbBITHE HHQPOPMAIUH, MYyTAIllHOHHBIC
aTaku, OTKa3 B OOCHyKMBaHWHU, Bblgaua ceOs 3a apyroe numo. Hampumep, araka Ha
packpbiTue MHPOpPMAIIMA — ATO aTaka Ha KOH(MUIECHIHUATBLHOCTh, TO €CTh 3JI0YMBIIIJICHHUK
MoJlydyaeT OOCTyNn K KOH(QUIACHIHANbHOW WHPOpManuu OT areHToB. OYeBUAHBINA CIOCOO
JTOOUTBCS ITOTO0 — TIEpexBaT KOH(PUIACHIHUAILHBIX COOOMICHUH. 3JI0YMBIIUICHHUK MOXKET
MOJyYUTh aBTOPU30BAHHBINA JAOCTYMN K JaHHBIM areHTa, TAKMM KaK COCTOSIHHE U BHYTPEHHUI
KOJI arcHTOB. ATaKu Ha OCHOBE TPOMCXOXKICHUS - PACKPBITHEC WHPOPMAIUU O MapIIpyTe
MoOuIbHOTO areHTa. [Ipu 30HAMPYIONIMX aTakaxX 370yMBIIUIEHHUK UCCIEAYET YacTHYIO 0a3y
JMAHHBIX JKEPTBBI C KOHUACHIHMATbHOW wHpOpMarmeid. OIHUM W3 KOHKPETHBIX THIIOB
30HAMPYIONINX aTaK SIBISETCS OHTOJIOTMYECKas aTaka - 3JOYMBIIUICHHUK MOXXET MOTY4YUTh
JOCTYT K JINYHBIM JIOKAJIbHBIM 3HAHUSM areHTa-KEePTBHI (HapuMep, MpaBuiaM U MOJTUTHKAM
OpUHATUA pelleHui). VCTOUHMK aTaku — 3TO TOYKa YSI3BUMOCTH, 4Yepe3 KOTOPYIO
3JIOYMBIIIJIEHHUKA MOTYT TOJIYYUTh HECAHKIIMOHUPOBAHHBIA JOCTYN K mpuiioxkeHuto MAC.
HecankunoHNpOBaHHBINA JOCTYI MOXET OBITh OCYIIECTBJICH IyTEM KOMIPOMETAIIMU OAHOTO
WJIM HECKOJIBKUX areHTOB WJIU PeaTU3allii aTaKu «4eJIOBEK MOCEPEIMHEY.

3M0yMBIIIJICHHUKN MOTYT aTakoBaTh OJHOTO areHTa wiu Bcex areHToB B MAC. Taxke
MOTYT OBITh aTAaKOBAaHBI XOCT CHUCTEMBI HMJIM MPOMEKYTOYHOE MPOrpaMMHOE oOecIeuecHHe,
ynpagisitoriee MAC. Ataka MOXeT OBbITh HETIPEPHIBHOM B TE€UEHHE OIMpPEICICHHOTO Mepruo/ia
BPEMEHU WJIM OPraHW30BAHHOW Uepe3 OIpeeieHHbIE MPOMEXKYTKH BpemMeHU. BuemrHee
coObITHE, TaKOE KaK M3MEHEHHE BPEMEHHU, MECTOIOJIOKECHHS WU JIEHCTBUE OMPEEICHHOTO
areHra, 3aIycKaeT aTakKy, BRI3BAHHYIO COOBITHEM, TaK)KE€ M3BECTHYIO Kak Jorudeckas oomoa.
Hakonen, mociencTBus ataku MOTYT BKIIOYAaTh YXY/IIICHHE MPOU3BOIUTEIBHOCTH, YTEUKY
KOH(QUICHIMATLHOW WH(OpMAINY, W3MEHEHHE KOH(HUTYpaIluu JaHHBIX, areHTa W BCEH
MAC, 4T0 MpUBOJIUT K TOMY, YTO CUCTEMa HE BeleT ce0s TOMKHBIM 00pa3oM. ATaka MOXKET
MPUBECTU K YBEIUYCHUIO BPEMEHU, HEOOXOAMMOTrO areHTaM JUIsl TOCTHKEHHUS KOHCEHCyca,
YTO MPUBEET K HEXKENATEIbHBIM MOCIEICTBUSAM, BKIIOUYas OJHBIA OTKa3 CUCTEMBI.

3. BamnTa MHOTI'0OQI'€¢HTHBIX CUCTEM OT aTak

MeTonbl 3alIUTBl pa3feNsIfOTCs, KaK MpaBWIIO, HA CIEAYIOLUIME OCHOBHBIE KIIACCHI:
MpeIoTBpAlEHUsI,  OOHApYXEHUs, pearupoBaHus ©  OOECIEUYeHUs  YCTONYMBOTO
dbynkmonuposanus [12-20]. Tlog MeromamMu mpeqOTBpAIICHUS MOIPA3yMEBAIOTCS METO/BbI,
peanuzyeMble Ha OCHOBE TIPOEKTHBIX PEIICHHM, MCKIIOYAIONIUX BO3MOXXHOCTh aTak
KOHKPETHBIX KiaccoB (mmdpoBaHue, ayTeHTU(UKALMA, MEXaHU3Mbl pa3TpaHUYCHUS
noctymna). Metonbl OOHapy>KeHHsS TO3BOJISIOT BBISIBUTH aTaky. MeETONbl pearupoBaHUs
MO3BOJIAIOT OCTAHOBUTH AaTaKy WJIM CMSATYUTh €€ MOCIeACTBUS. MeTronbl obecreueHus
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yCTOWYMBOro (YyHKIIMOHUPOBAHMS MPEANOIAraloT MOHUTOPUHTI KOHKPETHBIX KJIACCOB aTak
1OCJI€ pa3BEPTHIBAHUS U CMATYEHUSI ITOCIIEICTBUM.

Hampumep, ogauM U3 KITI0YEBBIX BONPOCOB obecnieueHus 6e3omacHoctd MAC sBrseTcst
pa3paboTtka 3¢ (HheKTUBHON CTpAaTEruu 3alIUThl IPOTUB aTak Ha OTKa3 B obciyxuBanuu (DoS-
atak). C OIHOW CTOPOHBI, JJII KOHKPETHBIX CIydaiHbIX DoS-atak, korma cOou CBSI3H
CIIEIyIOT C HEKOTOPBIM paCIpEIEICHUSIM BEPOSTHOCTEH, MOXKHO HCIIOJIb30BAaTh HECKOJIBKO
3O PEeKTUBHBIX HAACKHBIX CTpATErHil ympaBieHUs Juisi OOphOBI C  OrpaHHUYCHHBIM
KOJINYECTBOM aTaK, XapaKTEepPHU3YIOLIUXCS 3aJaHHBIM OXXUJaHUEM U aucrepcueit cooes. C
JIPYTOi CTOPOHBI, 1JIsl pacipeAeaeHHbIXx DoS-aTak HEKOTOpbIE TUIMYHBIE pe3yabTaThl [23-25]
KpPaTKO paccMaTpUBAIOTCS CO CIEAYIOIIMX JBYX TOUYEK 3pPEHUsS: YCTONYMBBI KOHTPOIb,
OCHOBAHHBIM Ha HETIPEPHIBHOM CBSI3HU, H YCTONYMBBIA KOHTPOJIb, OCHOBAHHBIA Ha COOBITHITHO-
OpPUEHTUPOBAHHOW KOMMYHUKAIIUH.

4. Ucnojab30BaHye MHOIO0ATr€HTHBIX TEXHOJIOTUH J15
KN0ep0e30MacHOCTH U MOJIeJIMPOBAHUA KH0epaTak

B pabote pasBuBaeTcs MoAXoa K HCCIEIOBAaHUIO MPOTHBOOOPCTBA B KOMIIBIOTEPHBIX
CeTSAX HAa OCHOBE MOJICIMPOBAHUS AHTArOHHUCTHYECKOTO B3aUMOJCHCTBUSI KOMAaH]I areHTOB,
MPEJCTABISIONINX 3JI0YMBIIIICHHUKOB W KOMIIOHEHTBI CHUCTEM 3alllUThl, MEPBOHAYAIBHO
npemtoxxeHHsiid B [10, 11, 26]. AreHThI pa3IuYHBIX KOMaH]I CONMEPHUYAIOT JJIs1 JOCTHKECHUS
MPOTUBOMOJOXKHBIX ~ HaMEpEHUil. ATEHTbl OZHOW KOMaHIbl  COTPYAHUYAIOT IS
OCYILIECTBIICHUS OOIIEro HaMepeHus (110 pean3aliy Yrpo3bl W IO 3alIUTE KOMIIBIOTEPHOMN
cetd). BbpIOOp cleHapus TOBEACHUS KaXXAOW M3 KOMAaHI 3aBHCUT, MPEXKAE BCEro, OT
BBIOpaHHOU 1eH (yHKITMOHUPOBAHHMS, 2 KOHKPETHAS Peali3alns CIICHAPHS ONPEaeIseTCs, B
MEPBYIO OuYepe/lb, HEMOCPEICTBEHHOW peakIueil MPOTUBOMOJIOKHON KoMaHAbl. BwiGop
OUYEpETHOTO Iara MOBEACHUs KaXXIOM W3 KOMaH] JIOJDKEH ONPENEisAThCS JTMHAMUYECKU B
3aBUCHUMOCTH OT JEHCTBUH MPOTUBOMOJIOKHOW KOMAaHABI U COCTOSIHUA cpeibl. OCHOBHBIM
BKJIQJIOM SIBJIIETCSI UMUTAIMOHHAs MOJEJIb, OCHOBHOI II€JIbI0 KOTOPOW SBIJISIETCSI CO3JaHUE
obmero ¢gpelMBOpKa I peanu3alid U OIEHKH THIIOB areHTOB KHOEp3alluThl U arcHTOB
KuOepaTak B OHHUX U TEX JK€ CETEBBIX Cpefax.

5. 3akiaouenue

B nmoknanme mpencraBiieHbl OCHOBHBIE OOJIACTH BHUMAHMS Ha CTHIKE MCCIIEOBAHWUN WU
paspabotok B obmactu MAC wu kubepbOesomacHocTH. IlpeacraBnensl Hauboiee
pacmpoctpaneHHble aTakd Ha MAC, pacCMOTpEHBI pa3IMuHble MEXaHU3MBI 3aIUTHl OT aTakK,
a TakXke TeKylue HccieloBaHud Mo wucnoib3oBaHuio MAC ans kubepOe3omacHOCTH U
MOJIENIMpOBaHMs arak. HampaBieHus nanbHEHINX paboT CBsA3aHBI C HCCIEIOBAaHHEM
MEXaHU3MOB 3alLUTHI OT pa3IM4YHBIX TUHOB aTak nMpotuB MAC, a Takxe ¢ MCIOJIb30BaHHEM
MHOTOAreHTHBIX ~TEXHOJOTHH /ISl TOCTPOSHHsS] TEPCHEKTHBHBIX CHCTEM 3alldThl U
MOZIETTMPOBAHHS KHOEPIPOTHBOOOPCTBA.
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